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A Network Security Exercise Support System Using Virtual Machines to Enable
Offensive and Defensive Exercises
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In this research, we developed a system for supportin? learning of network
security through offensive and defensive battle exercise. In this system, two learners are divided
into an attacker and a defender. This system utilizes free software and virtual machine technologies
so that low-cost and safe exercise is possible. In addition, since the user interface is a browser,
learners can easily conduct exercise.

Through experimental evaluations, we confirmed that our system can support learning of network
security.
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